Monitoring Cyber Threat Actors’ Activities in UMS:
Cyber Intelligence Approach (Reid, E., Sept 2015)
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Spoofing and
Jamming a Drone

A hijacker can exploit security weaknesses in radio trans-
missions used to pilot 2 drone. Sending false signals or
j@mming legitimate ones can divert the drone’s flight path
and send it erashing into the ground. Security researchers
have demonstrated potential scenarios for foul play.
showmn here with the Schiebel Camcopter drone.
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The operator of a drone directs
ts movement using radio
signals from a ground station,
but these control signals can
be jammed.

Transmissions from a tran-
sponder that warn other flights
Spoofing signals \-,. of an aircraft’s presence can be
spoofed or blocked.
Jamming noise
[ sl

Ahandheid electronic controller can
forge signals from GPS satellites or tran-
sponders that identify an aircraft. Spoof-
ing can overpower these transmissions
and cause a drone to veer off course or
come dangerously dose to other air-
craft. As a countermeasure, signals can
can be programmed to return to be encrypted with a digital signature
f‘lhmwhaserlanm:rtmls:gnalls L the drone recognizes as legitimate.
;m?nwd.blnmsansfama}-suluuun Bur this technology is years away from
exists if both GPS and a control being deployed—and alternatives that
signal are obstructed. do not use encryption are unproved.

Jamming

MNoise transmissions can block

GPS navigation and other critical
signals for piloting a drone. The craft

CREDIT: Brown Bird Design

www.nature.com
Wesson, K. & Humphreys, T., Hacking Drones, Scientific American, 2013. www.hep.fsu.edu



http://www.nature.com/

ThreatExchange

Learn about threats. Share
threat i :

submits N contacted

submits contacted

CompanyB| . .. ... ... ,| malware_b 123.45.67.89

submits

developers.facebook.com/products/threat-exchange/



